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Abstract 

The emergence of autonomous weapons systems (AWS), which can select and 

engage targets without human intervention, presents significant challenges to 

international humanitarian law (IHL). Autonomous Weapons systems raises 

significant concern under international humanitarian law, as their ability to select 

and engage targets without human intervention may lead to unintended harm to 

civilians and non-combatants, potentially violating principles of distinction and 

proportionality. The legality of autonomous weapons systems is uncertain and 

their development and use may require new international regulations to ensure 

compliance with humanitarian law and prevent potential war crimes, emphasizing 

the need for ongoing debate and clarification on their permissible use in armed 

conflicts. The objective of this paper is to assess the risks and challenges posed by 

AWS to civilians, noncombatants and international peace and security. The 

research methodology employed in this paper was content analysis .Relevant 

documents, including national laws, international agreements and policy 

statements are analyzed to identify trends and patterns of the regulations of AWS. 

The paper findings reveals that the development and use of AWS raises 

fundamental ethical concerns, as they delegate life and death decisions to 

machines. The paper hereby recommend that there should be an establishment of 

clear guidelines and standards for the development, deployment and use of AWS, 

including requirements for predictability, reliability and transparency 
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1. Introduction 

Autonomous weapons systems (AWS), which have the capability to operate independently without 

direct human input, have emerged as a focal point of debate within international humanitarian law 
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(IHL).1 These weapons, often referred to as “killer robots”, operate based on artificial intelligence 

and are capable of selecting and engaging targets without real-time human intervention.2 The 

growing use of artificial intelligence in military technologies raises pressing legal and ethical 

concerns about the application of IHL to AWS. 

IHL, also known as the law of armed conflict, regulates the conduct of hostilities with the aim of 

protecting civilians and ensuring that warfare is conducted within legal boundaries.3 The 

International Committee of the Red Cross, identified the key principles underpinning IHL to 

include distinction, proportionality, and necessity, each of which plays a crucial role in determining 

the legality of Autonomous Weapons systems. The principle of distinction requires that parties to 

a conflict distinguish between combatants and civilians, while proportionality limits attacks that 

may cause excessive harm to civilians relative to the anticipated military advantage. The principle 

of necessity, on the other hand, mandates that only military objectives are targeted to achieve 

legitimate military aims.4 

This paper explores the legal and ethical implications of deploying AWS under IHL. It considers 

whether existing legal frameworks, particularly the Geneva Conventions and their Additional 

Protocols, are equipped to regulate AWS, or whether new, specialized rules are required. 

Furthermore, it delves into the question of accountability, examining who bears responsibility when 

autonomous systems commit violations of IHL.  

2. Historical Background of Autonomous Weapon Systems 

The concept of using autonomous systems in warfare is not entirely new. Since the advent of 

modern military technology, there has been a continuous effort to develop machines that could 

enhance the capabilities of human soldiers, reduce risks to military personnel, and increase 

efficiency on the battlefield. Autonomous Weapon Systems (AWS), which operate with little to no 

human intervention in selecting and engaging targets, represent the latest stage in this technological 

evolution. To fully understand the current legal and ethical debates surrounding AWS, it is essential 

to examine their historical development. 

2.1 Early automated military systems 

The roots of AWS can be traced back to the early 20th century, particularly during World War II, 

when automated defense systems were first introduced. Anti-aircraft systems, such as the German 

“Wasserfall” missile system, included basic forms of automation, although they required 

significant human oversight for targeting and launching.5 The Cold War further accelerated the 

development of unmanned systems, especially with the introduction of remotely piloted drones by 

the United States and the Soviet Union for surveillance and reconnaissance purposes. These early 

drones, however, were not autonomous; human operators controlled them remotely, guiding their 

missions and targeting decisions. 
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In the 1980s, advances in microelectronics and artificial intelligence (AI) began to revolutionize 

military technologies.6 The creation of semi-autonomous systems, such as the U.S. military’s 

"Patriot" missile defense system, introduced machines that could track and engage incoming 

missiles without direct human involvement.7 While these systems still operated under significant 

human supervision, they marked a critical transition towards the development of AWS. 

2.2 The Rise of artificial intelligence in military systems 

The rapid development of AI in the late 20th and early 21st centuries paved the way for more 

sophisticated autonomous systems. AI’s ability to process vast amounts of data and make decisions 

in real-time became an attractive feature for military systems. The use of AI in warfare has 

significantly expanded beyond missile defense to include offensive capabilities, surveillance, 

reconnaissance, and cyber operations.8 

The first notable fully autonomous military systems were deployed for mine detection and 

neutralization. For example, the U.S. Navy’s Mk 60 CAPTOR mines, developed during the 1970s 

and 1980s, could autonomously detect and engage enemy submarines.9 These systems, while 

limited in their operational scope, demonstrated the potential for machines to autonomously carry 

out specific military tasks. 

2.3 AWS in the 21st century: drones, loitering munitions, and beyond 

The 21st century has seen a marked increase in the development and use of AWS. Unmanned aerial 

vehicles (UAVs), commonly known as drones, are the most prominent example of semi-

autonomous systems in modern warfare. Although many drones, such as the U.S. MQ-9 Reaper, 

still require human operators for target selection and engagement, advancements in AI and machine 

learning are driving efforts towards full autonomy.10 The increasing use of “loitering munitions”, 

such as the Israeli-made Harpy drone, represents a further step towards autonomy. These drones 

are capable of autonomously patrolling an area, identifying targets based on pre-programmed 

criteria, and attacking without human intervention.11 

Furthermore, several states have invested heavily in research and development of AWS with the 

aim of creating systems that can independently identify and engage targets in complex combat 

environments.12 For instance, the U.S. military’s “Loyal Wingman” program seeks to develop 

drones that can operate in concert with manned aircraft, executing missions autonomously based 
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on high-level directives from human pilots.13 Similarly, Russia’s “Uran-9” combat robot and 

China’s AI-driven systems signal that the race to develop AWS is a global phenomenon.14 

2.4 The implications of autonomous weapons: the future of warfare 

The rapid technological advancements that have fueled the development of AWS have raised 

significant questions about their implications for the future of warfare. Some proponents argue that 

AWS can enhance precision, reduce civilian casualties, and limit the risks faced by soldiers.15 

However, critics caution that AWS may lower the threshold for engaging in conflict, leading to 

more frequent and indiscriminate warfare.16 Furthermore, there are concerns about the potential for 

unintended consequences, such as malfunctions or the inability of machines to make complex 

ethical decisions, which could result in violations of international humanitarian law (IHL).17 

The emergence of AWS thus represents a pivotal moment in the history of military technology. As 

states continue to develop and deploy these systems, the international community must grapple 

with the legal, ethical, and strategic implications of warfare increasingly dominated by autonomous 

machines.  

3.  International Humanitarian Law (IHL) and Its Key Principles 

International Humanitarian Law (IHL), also referred to as the law of armed conflict or the law of 

war, is a set of rules that seek to limit the effects of armed conflict on people and property.18 Its 

primary aim is to protect those who are not, or are no longer, participating in hostilities, such as 

civilians, medical personnel, and prisoners of war. IHL also regulates the means and methods of 

warfare, ensuring that the conduct of hostilities is governed by legal norms.19 

IHL is derived from both treaty law, such as the Geneva Conventions of 1949 and their Additional 

Protocols of 1977, and customary international law.20 Together, these laws aim to balance military 

necessity with humanitarian considerations, ensuring that the suffering caused by armed conflicts 

is minimized.21 The four Geneva Conventions of 1949 are the cornerstone of modern IHL, 

providing protections for the wounded, sick, shipwrecked, prisoners of war, and civilians. The 

Additional Protocols of 1977 further expanded these protections by addressing the conduct of 

hostilities, especially in conflicts involving non-state actors.22 Moreover, customary IHL continues 
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to evolve as states develop practices that become legally binding even in the absence of treaty 

provisions.23 

At the heart of IHL are three fundamental principles: distinction, proportionality, and necessity. 

These principles guide the conduct of hostilities and aim to ensure that armed conflicts are waged 

in a manner that limits harm to civilians and non-combatants.24 

3.1 Principle of distinction 

The principle of distinction is one of the cornerstones of IHL. It requires that parties to a conflict 

must always distinguish between combatants and civilians, as well as between military objectives 

and civilian objects.25 This principle ensures that attacks are directed only against combatants and 

military objectives and not against civilians or civilian property. 

Article 48 of Additional Protocol I (1977) to the Geneva Conventions codifies this principle by 

stating that “the Parties to the conflict shall at all times distinguish between the civilian population 

and combatants and between civilian objects and military objectives and accordingly shall direct 

their operations only against military objectives”.26 A breach of this principle, such as the 

intentional targeting of civilians or civilian infrastructure, constitutes a war crime under both treaty 

law and customary international law.27 

In the context of Autonomous Weapon Systems (AWS), the principle of distinction poses 

significant legal and ethical challenges. There are concerns about whether AWS can reliably 

differentiate between combatants and civilians, particularly in complex urban environments where 

civilians and combatants may be closely intermingled.28 The inability to ensure proper distinction 

raises questions about the legality of deploying AWS in armed conflicts.29 

3.2 Principle of proportionality 

The principle of proportionality requires that the harm caused to civilians or civilian objects must 

not be excessive in relation to the concrete and direct military advantage anticipated from an 

attack.30 This principle is enshrined in Article 51(5)(b) of Additional Protocol I, which prohibits 

“an attack which may be expected to cause incidental loss of civilian life, injury to civilians, 

damage to civilian objects, or a combination thereof, which would be excessive in relation to the 

concrete and direct military advantage anticipated”.31 

The principle of proportionality does not prohibit civilian harm entirely, but it seeks to limit the 

extent of that harm, balancing military objectives with humanitarian concerns. Violations of this 

principle, such as launching disproportionate attacks that result in excessive civilian casualties, are 
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25  API, Art 48 
26  Ibid, Art 48 
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University Press 2016) 119. 
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considered war crimes under both treaty and customary law.32 AWS pose unique challenges to the 

principle of proportionality. While these systems may be capable of processing vast amounts of 

data and making real-time calculations, there are concerns about whether they can accurately assess 

proportionality in complex and rapidly changing battlefield conditions.33 Furthermore, determining 

what constitutes ‘excessive’ harm is a subjective judgment that may be difficult for autonomous 

systems to make without human oversight.34 

3.3 Principle of military necessity 

The principle of military necessity permits only those measures that are required to achieve a 

legitimate military objective and that are not otherwise prohibited by IHL.35 This principle allows 

for the use of force, but only when it is necessary to weaken the enemy's military capacity. The 

1868 St. Petersburg Declaration provides one of the earliest articulations of the principle of 

necessity, stating that “the only legitimate object which States should endeavour to accomplish 

during war is to weaken the military forces of the enemy”.36 This principle is closely related to both 

distinction and proportionality, as the use of force must be directed only against legitimate military 

objectives and must not result in unnecessary suffering or destruction.  

AWS raise questions about how the principle of necessity is applied in autonomous weapons 

system warfare. Ron Arkin,37 Peter Asaro38 and Elke Schwarz39 argue that AWS could enhance the 

precision of attacks, thereby minimizing unnecessary suffering. However, others caution that the 

use of AWS may lead to the over-militarization of conflicts, lowering the threshold for the use of 

force and increasing the likelihood of unnecessary attacks.40 

3.4 Principle of precaution in attack 

Article 57 of Additional Protocol I introduces the principle of precaution, which requires parties to 

take all feasible precautions to minimize civilian harm when planning and executing attacks.41 This 

includes verifying that the targets are military objectives, choosing means and methods of warfare 

that avoid or minimize civilian harm, and giving advance warnings to civilians where possible. 

In the context of AWS, the principle of precaution underscores the need for human oversight and 

control. Critics of AWS argue that fully autonomous systems may not be capable of taking all 

feasible precautions, especially in complex environments where human judgment is crucial.42 

Therefore, ensuring that AWS comply with this principle may require maintaining meaningful 

human control over key decisions in the targeting process. 
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4.  The Legal Status of Autonomous Weapon Systems under Existing International Law 

The legal status of Autonomous Weapon Systems (AWS) under existing international law remains 

a highly contested issue. Although there is no specific international treaty that explicitly addresses 

the use of AWS, their legality can be assessed through the application of existing International 

Humanitarian Law (IHL), International Human Rights Law (IHRL), and customary international 

law.43 The development of AWS, which can select and engage targets without human intervention, 

according to Heather M. Roff raises significant legal and ethical concerns about their compliance 

with fundamental principles of IHL, such as distinction, proportionality, military necessity, and 

accountability.44 

4.1 AWS and international humanitarian law (IHL) 

In his views, Michael N. Schmitt, under IHL, all weapons and methods of warfare must comply 

with the principles of distinction, proportionality, and military necessity.45 These principles are 

codified in the Geneva Conventions of 1949 and their Additional Protocols of 1977, as well as 

customary international law.46 The application of these principles to AWS poses unique challenges 

due to the autonomous nature of these systems. 

a) The principle of distinction requires that combatants distinguish between civilians and 

combatants and between civilian objects and military objectives.47 AWS, which may 

operate with minimal or no human oversight, must be able to reliably differentiate between 

these categories in complex and rapidly changing environments. Critics argue that current 

technological capabilities are insufficient to guarantee that AWS can consistently comply 

with this requirement, raising the risk of unlawful targeting of civilians and civilian 

objects.48 

b) The principle of proportionality prohibits attacks in which the incidental harm to civilians 

or civilian objects would be excessive in relation to the anticipated military advantage.49 

AWS must be capable of assessing proportionality in real time, which requires the ability 

to process large amounts of data and make context-sensitive decisions. However, it remains 

unclear whether AWS can make such complex assessments without human judgment, 

particularly in situations where the distinction between combatants and civilians is 

ambiguous. 

c) The principle of military necessity permits only those actions that are necessary to achieve 

a legitimate military objective.50 AWS must be able to justify their actions based on 

military necessity, and any use of force must comply with the limits set by IHL. The lack 

                                                           
43  Christof Heyns, ‘Autonomous Weapons Systems: Living a Dignified Life and Dying a Dignified Death’ in Nehal 

Bhuta and others (eds), Autonomous Weapons Systems: Law, Ethics, Policy (Cambridge University Press 2016) 3. 
44  Heather M. Roff, ‘Autonomous Weapons and the Future of War’ (2013) 13(3) Global Governance 383. 
45  Michael N. Schmitt, The Manual on the Law of Non-International Armed Conflict (International Institute of 

Humanitarian Law 2006) 42. 
46  Geneva Convention Relative to the Protection of Civilian Persons in Time of War (Fourth Geneva Convention) 

(adopted 12 August 1949, entered into force 21 October 1950) 75 UNTS 287. 
47  Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of 

International Armed Conflicts (Protocol I) (adopted 8 June 1977, entered into force 7 December 1978) 1125 UNTS 

3, art 48. 
48   See (n-37, 38, 39) above. 
49  AP I, art 51(5)(b). 
50  Robert Kolb and Richard Hyde, An Introduction to the International Law of Armed Conflicts (Hart Publishing 2008) 

53. 
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of human oversight over AWS may lead to situations where autonomous systems make 

decisions that violate the principle of necessity, particularly in unforeseen circumstances. 

AWS are not prohibited under IHL per se, but their use must comply with these fundamental 

principles. If AWS cannot meet the requirements of distinction, proportionality, and necessity, their 

deployment in armed conflict may be considered unlawful. 

4.2 AWS and international human rights law (IHRL) 

International Human Rights Law (IHRL) continues to apply during armed conflict, particularly in 

situations where states exercise jurisdiction and control over individuals.51 The use of AWS must 

therefore comply with fundamental human rights protections, including the right to life, as 

enshrined in Article 6 of the International Covenant on Civil and Political Rights (ICCPR).52 

Under IHRL, the arbitrary deprivation of life is prohibited, even during armed conflict.53 To comply 

with this standard, the use of AWS must be both necessary and proportionate.54 However, the 

autonomous nature of AWS complicates the assessment of whether these systems can ensure 

compliance with the right to life, particularly in scenarios where human judgment is essential for 

determining the legality of a lethal operation. There are also concerns about the lack of 

accountability for unlawful killings carried out by AWS. If an AWS makes a decision that results 

in the unlawful death of civilians, it may be difficult to determine who is legally responsible the 

programmer, the commander, or the state that deployed the system.55 This lack of clarity has led to 

calls for a prohibition on fully autonomous weapons until sufficient safeguards can be implemented 

to ensure compliance with IHRL.56 

4.3 International treaties and customary law 

No international treaty currently addresses AWS explicitly, but their use is governed by general 

rules applicable to all means and methods of warfare under the 1980 Convention on Certain 

Conventional Weapons (CCW).57 The CCW’s framework allows states to negotiate additional 

protocols to regulate or ban specific types of weapons. In recent years, the international community 

has been engaged in ongoing discussions under the auspices of the CCW regarding the potential 

regulation or prohibition of AWS. 

In 2019, the Group of Governmental Experts (GGE) on Lethal Autonomous weapon Systems 

(LAWS) convened to discuss the implications of AWS for international law. While there has been 

broad agreement on the need to ensure meaningful human control over autonomous systems,58 
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52  International Covenant on Civil and Political Rights (adopted 16 December 1966, entered into force 23 March 1976) 
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54  Melzer Nils, Human Rights Implications of the Usage of Drones and Unmanned Robots in Warfare (European 

Parliament Directorate-General for External Policies 2013) 20. 
55  Peter Asaro, ‘Robots and Responsibility from a Legal Perspective’ in Patrick Lin, Keith Abney and George A Bekey 

(eds), Robot Ethics: The Ethical and Social Implications of Robotics (MIT Press 2011) 169. 
56  ICRC, Views of the International Committee of the Red Cross on Autonomous Weapon Systems (ICRC, 11 April 

2016) https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system accessed 23 October 2024. 
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1983) 1342 UNTS 137 (CCW). 
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states remain divided on whether a new legally binding instrument is necessary.59 Some states, such 

as the United States and Russia, argue that existing international law is sufficient to regulate AWS, 

while others, including Austria and Brazil, advocate for a preemptive ban on fully autonomous 

weapons.60 

In the absence of a specific treaty, customary international law continues to play a crucial role in 

determining the legality of AWS. Customary IHL, which is based on state practice and opinio juris, 

applies to all means of warfare, including AWS.61 As AWS become more prevalent, state practice 

regarding their use and regulation will shape the development of customary law in this area. 

4.4 Accountability and AWS 

One of the most pressing legal issues surrounding AWS is the question of accountability. If an 

AWS commits a violation of IHL or IHRL, such as the unlawful killing of civilians, it is unclear 

who would bear legal responsibility.62 Existing legal frameworks, such as the Rome Statute of the 

International Criminal Court (ICC), assign criminal responsibility to individuals, not machines.63 

The deployment of AWS raises complex questions about how to assign accountability for 

violations of international law. Would responsibility lie with the human operators who deployed 

the system, the programmers who designed the algorithm, or the state that authorized its use? These 

unresolved issues have led to calls for clearer legal frameworks to address accountability for the 

actions of AWS. 

5.  Key Legal and Ethical Issues of Autonomous Weapon Systems 

The emergence of Autonomous Weapon Systems (AWS) presents several legal and ethical 

challenges that necessitate rigorous examination. As these systems become increasingly integrated 

into military operations, concerns arise about compliance with international law, accountability, 

the potential for misuse, and ethical considerations surrounding their deployment in combat 

situations. This discussion explores the primary legal and ethical issues associated with AWS. 

5.1 Compliance with international humanitarian law (IHL) 

One of the foremost legal concerns regarding AWS is their compliance with the principles of 

International Humanitarian Law (IHL), which governs the conduct of armed conflict.64 The key 

principles of IHL relevant to AWS include: 

a) The principle of distinction mandates that combatants distinguish between civilians and 

combatants, as well as between military objectives and civilian objects.65 AWS must 

possess the capability to make these distinctions accurately. The lack of reliable technology 
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raises concerns about the risk of unlawful attacks on civilians, potentially leaning to 

violations of IHL.66 

b) The principle of proportionality prohibits attacks that result in excessive collateral damage 

relative to the anticipated military advantage.67 AWS must evaluate the proportionality of 

their actions in real-time, posing significant challenges given the complexities of armed 

conflict environments.68 An inability to effectively assess proportionality could result in 

unlawful strikes and civilian casualties. 

c) Determining accountability for violations of IHL poses a significant challenge with AWS. 

The traditional frameworks of responsibility assign liability to individuals, but the 

autonomous nature of these systems complicates this paradigm. Questions arise regarding 

whether responsibility lies with the programmers, military commanders, or the states that 

deploy the systems.69 

5.2 Ethical considerations 

The deployment of AWS raises profound ethical issues, particularly concerning the moral 

implications of delegating life-and-death decisions to machines. Key ethical concerns include: 

a) The principle of meaningful human control is central to ethical debates surrounding 

AWS.70 Many experts argue that human oversight is essential in lethal decision-making to 

ensure adherence to ethical norms and moral accountability. The absence of human 

judgment in autonomous operations could lead to decisions that violate ethical standards 

and humanitarian principles. 

b) The use of AWS may contribute to the dehumanization of warfare, where human soldiers 

are replaced by machines.71 This shift can alter perceptions of combat and reduce the 

psychological burden of killing, potentially desensitizing military personnel and society to 

the realities of war. The ethical implications of this transformation warrant serious 

consideration. 

c) The potential for AWS to proliferate into the hands of non-state actors and rogue states 

raises significant ethical concerns.72 If AWS are easily accessible or replicable, they may 

be deployed in ways that contravene international law and ethical norms, leading to 

increased violence and instability. 
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5.3 Implications for accountability and justice 

The question of accountability for the actions of AWS is critical, particularly in the context of 

international law and justice.73 The challenges of attributing responsibility for unlawful acts 

committed by AWS complicate the enforcement of legal norms. In cases of civilian casualties or 

war crimes involving AWS, the lack of clarity surrounding accountability may hinder efforts to 

seek justice and remedy for victims. 

Additionally, the potential for AWS to operate independently raises concerns about the adequacy 

of existing legal frameworks to address emerging technologies in warfare.74 As technology 

continues to advance, there may be a growing need for specific regulations governing AWS to 

ensure compliance with legal and ethical standards.75 

6.  The Current International Debate on Regulating Autonomous Weapon Systems 

The regulation of Autonomous Weapon Systems (AWS) has become a focal point of international 

debate, raising profound legal, ethical, and security concerns. This discourse revolves around the 

tension between the technological advancements in warfare and the existing legal frameworks, 

alongside the growing recognition that AWS may require new international regulations. The central 

issues in this debate include the need for legal clarity, ensuring meaningful human control, and 

addressing the ethical implications of delegating lethal decisions to machines. 

6.1 Calls for a ban or moratorium on AWS 

A significant aspect of the debate involves calls for either a ban or moratorium on AWS 

development and deployment. Human rights organizations, such as Human Rights Watch, and a 

coalition of non-governmental organizations (NGOs)like: Amnesty International, International 

Committee for Robots( ICRAC) AND Security and Human Rights in Latin American and the 

Caribbean (SEHLAC) under the Campaign to Stop Killer Robots, have been vocal advocates for a 

preemptive ban on AWS. They argue that AWS pose risks of indiscriminate killings, lack 

accountability, and may lead to a dehumanization of warfare. The key argument is that AWS are 

inherently incompatible with International Humanitarian Law (IHL), particularly the principles of 

distinction, proportionality, and accountability.76 

On the other hand, some states and defense experts argue against a complete ban, contending that 

AWS could be more precise and reduce human error in conflict situations.77 They highlight the 

potential benefits of AWS, such as minimizing risk to military personnel and achieving military 

objectives more efficiently.78 However, they also acknowledge the necessity of establishing robust 

legal and ethical frameworks to regulate their use. 
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6.2 Discussions within the UN and CCW framework 

The United Nations (UN), through the Convention on Certain Conventional Weapons (CCW), has 

been at the center of the formal international debate on AWS. Since 2014, a Group of Governmental 

Experts (GGE) has been convened under the CCW to discuss the legal and ethical implications of 

AWS and explore the possibility of regulating or banning such systems.79 

The concept of meaningful human control has gained significant traction and is seen as a crucial 

safeguard to prevent violations of IHL and International Human Rights Law (IHRL).80 However, 

there is no consensus among states regarding the specifics of such control. While some states 

advocate for strict requirements for human involvement, others argue that technological 

advancements may allow for some level of autonomy without violating IHL. This divide reflects 

the broader debate on how much autonomy is acceptable in weapon systems, and whether it is 

feasible to regulate AWS through existing frameworks or if new treaties are necessary. 

6.3 Diverging state positions 

The international debate is marked by divergent state positions. Several states, including Austria, 

Brazil, and Chile, have called for a legally binding instrument to regulate AWS or an outright 

prohibition.81 These states argue that existing international law is insufficient to address the unique 

challenges posed by AWS, particularly regarding accountability for violations of IHL and IHRL. 

Conversely, states such as the United States, the United Kingdom, and Russia have expressed 

reservations about new legally binding regulations.82 These states argue that existing IHL is 

sufficient to regulate the use of AWS and that any new regulations could stifle technological 

innovation. Moreover, they stress that AWS, if properly used, could adhere to the principles of 

distinction and proportionality better than human soldiers in some scenarios.83 

This division underscores the complexity of the AWS debate, with varying levels of commitment 

to regulation depending on national security interests, technological capabilities, and ethical 

perspectives. 

6.4 Ethical concerns and the role of AI 

A significant portion of the international debate focuses on the ethical implications of AWS, 

particularly the integration of Artificial Intelligence (AI) in warfare.84 It is my view that AI-

controlled systems may lack the capacity for moral reasoning and empathy, which are essential for 

making decisions in complex and morally ambiguous combat situations. The concern is that AWS 

may engage in actions that violate human dignity or result in unlawful harm to civilians, without 

the possibility of moral accountability. 
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Moreover, the potential for AI systems to malfunction or be hacked raises additional concerns 

about the reliability and security of AWS.85 If an autonomous system were to be compromised or 

make an incorrect targeting decision, it could result in catastrophic consequences, including mass 

civilian casualties or unintended escalation of conflict. These ethical and security concerns are 

central to the debate on whether AWS should be banned or subjected to strict regulation. 

6.5 Proposals for regulation 

Several proposals have been advanced within the international community regarding the regulation 

of AWS. One approach is the adoption of a new protocol under the CCW that would explicitly 

regulate AWS, setting clear standards for meaningful human control, accountability, and 

compliance with IHL.86 This approach would build on existing legal frameworks while addressing 

the specific challenges posed by autonomous technologies. Another proposal is the creation of a 

soft law framework, which would provide non-binding guidelines for the development and use of 

AWS. This could include best practices for states to ensure compliance with international law and 

mitigate the ethical risks associated with autonomous weapons.87 While this approach may lack the 

enforceability of a legally binding treaty, it could serve as a pragmatic step toward greater 

international cooperation and norm-building in the regulation of AWS. 

7.  Case Studies on Autonomous Weapon Systems in Armed Conflict 

The deployment of Autonomous Weapon Systems (AWS) in armed conflicts, while not yet 

widespread, has already demonstrated both their potential capabilities and the legal and ethical 

challenges they present. Several case studies highlight the increasing use of autonomy in modern 

warfare, particularly by technologically advanced militaries. These examples offer insight into the 

practical application of AWS in conflict situations and the complex issues that arise in terms of 

compliance with International Humanitarian Law (IHL) and ethical concerns. 

7.1 The Israeli harpy and harop loitering munitions  

Israel has been at the forefront of developing and deploying AWS, particularly loitering munitions, 

such as the Harpy and Harop systems. These systems are designed to autonomously detect, target, 

and destroy radar systems without direct human control during the targeting phase.88 

a) Developed by Israel Aerospace Industries (IAI), the Harpy is an anti-radar “ire-and-forget” 

drone that can autonomously loiter in a given area and detect enemy radar signals. Once it 

locates a target, the Harpy automatically dives to destroy it, with no human intervention 

required after launch. While the Harpy operates autonomously during its mission, its initial 

deployment decision remains under human control. This raises questions regarding 

compliance with IHL, particularly the principles of distinction and proportionality, as the 

system lacks the capacity to discriminate between military and civilian radar systems 

during its autonomous targeting phase.89 
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b) A more advanced version of the Harpy, the Harop also functions as a loitering munition 

but includes the capability to be human-supervised or fully autonomous.90 It has been used 

in conflicts such as the 2020 Nagorno-Karabakh war, where reports indicated its 

involvement in targeting enemy assets.91 While the Harop’s autonomous capabilities raise 

similar legal and ethical concerns as the Harpy, its human-in-the-loop option provides an 

additional layer of oversight. However, debates persist about the adequacy of this human 

supervision in complex combat environments 

These systems exemplify the growing use of semi-autonomous and autonomous weapons in 

contemporary conflicts, raising concerns about accountability for potential violations of IHL. 

7.2 The U.S. MQ-9 Reaper drone 

The United States has heavily relied on unmanned aerial vehicles (UAVs) such as the MQ-9 Reaper 

for both surveillance and targeted strikes. While the MQ-9 is not fully autonomous, it incorporates 

increasing levels of automation, particularly in surveillance and navigation.92 The Reaper’s use in 

counterterrorism operations, such as the U.S. drone strikes in Afghanistan, Pakistan, and Yemen, 

has sparked significant debate over the ethical and legal implications of autonomous technologies 

in warfare.93 

The MQ-9 operates with a human in-the-loop for the decision to strike, but its autonomous 

capabilities in identifying and tracking targets without human intervention are growing. This raises 

concerns about the adequacy of human oversight in fast-paced combat environments, where 

decisions must be made rapidly.94 Critics argue that increasing reliance on automation in targeting 

decisions risks reducing the level of concerning distinction and proportionality.95 

Moreover, the use of UAVs in targeted killings has raised questions regarding the legality of 

extrajudicial killings under International Human Rights Law (IHRL), particularly in non-

international armed conflicts.96 While these systems are not fully autonomous, their expanding 

capabilities suggest a trajectory toward greater autonomy in future weapon systems, raising further 

legal and ethical challenges 

7.3 The Turkish kargu-2 loitering munition in Libya 

In 2020, the United Nations published a report indicating that the Kargu-2, a Turkish loitering 

munition, had been used in an autonomous mode during the Libyan civil war.97 The Kargu-2 is a 

drone capable of autonomously seeking out and attacking targets without human intervention once 
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it is launched. The report stated that the Kargu-2 engaged in combat operations autonomously 

against forces loyal to Libyan National Army leader Khalifa Haftar.98 

The use of the Kargu-2 in Libya is significant because it may represent the first instance of a fully 

autonomous weapon system being deployed in combat without direct human oversight during its 

mission. This raises serious legal and ethical concerns about accountability, as it remains unclear 

who would be held responsible if the system were to target civilians or violate IHL.99 The 

autonomous nature of the Kargu-2, which can operate without human intervention, challenges 

existing legal frameworks that rely on human accountability for compliance with IHL. 

This case highlights the potential for AWS to be deployed in volatile conflict zones where oversight 

and accountability mechanisms are weak, exacerbating concerns about indiscriminate harm and 

civilian casualties. 

7.4 Russia’s Uran-9 unmanned ground vehicle 

Russia’s development of the Uran-9, an unmanned ground vehicle (UGV), provides another 

example of an AWS deployed in conflict, though with limited success. The Uran-9 is equipped 

with anti-tank missiles, a machine gun, and an automatic cannon, and it has been tested in the 

Syrian conflict.100 The Uran-9 is designed to operate semi-autonomously, with human operators 

controlling its movement and weapon systems remotely, while some autonomous functions, such 

as target acquisition, are built into its design. 

During its deployment in Syria, the Uran-9 reportedly faced significant operational challenges, 

including communication breakdowns between the system and its human operators, leading to 

concerns about its reliability in combat.101 These issues highlight the technical limitations of AWS 

and underscore the risks associated with deploying autonomous or semi-autonomous systems in 

complex and unpredictable conflict environments.102 

The Uran-9’s deployment raised questions about the feasibility of autonomous weapon systems in 

urban warfare and complex terrain, where human oversight remains crucial for compliance with 

IHL.103 Moreover, the system’s failures indicate that technological limitations could lead to 

unintended violations of the laws of war, particularly in ensuring distinction and proportionality. 

7.5 South Korea’ SGR-A1 autonomous sentry guns 

The SGR-A1, developed by Samsung Techwin, is an autonomous sentry gun deployed by South 

Korea along the Demilitarized Zone (DMZ) with North Korea.104 The system is capable of 

autonomously identifying and engaging targets using machine vision, although it currently requires 

human authorization before firing. 
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The deployment of the SGR-A1 raises important questions about the role of AWS in border security 

and defensive operations, as well as the potential for future systems to operate without human 

intervention. If future iterations of the system were to operate in fully autonomous mode, concerns 

would arise regarding the ability to comply with IHL, particularly in distinguishing between 

combatants and civilians who may inadvertently cross the border.105 

Moreover, the potential for accidental or unintended engagements, due to the system’s reliance on 

machine vision, raises additional concerns about accountability and compliance with the principle 

of proportionality.106 The SGR-A1 represents a case where AWS are already deployed in sensitive, 

high-stakes environments, underscoring the need for robust oversight and regulation. 

8.  Conclusion 

IHL provides a robust legal framework for regulating the conduct of hostilities, with the principles 

of distinction, proportionality, necessity, and precaution serving as its cornerstones. However, the 

development and deployment of AWS challenge the application of these principles in 

contemporary warfare. As technology continues to evolve, there is a growing need for the 

international community to assess whether existing legal frameworks are adequate to govern the 

use of autonomous systems in armed conflict, or whether new laws are required to address the 

unique challenges posed by AWS. The legal status of Autonomous Weapon Systems under existing 

international law remains ambiguous. While AWS are not explicitly prohibited, their use must 

comply with the fundamental principles of IHL, IHRL, and customary international law. The 

autonomous nature of AWS presents unique challenges to the application of these principles, 

particularly with regard to distinction, proportionality, military necessity, and accountability. As 

states continue to develop and deploy AWS, the international community must engage in ongoing 

dialogue to ensure that these systems are regulated in a manner that is consistent with existing legal 

norms and that provides sufficient safeguards to protect civilians and uphold human rights. The 

key legal and ethical issues surrounding Autonomous Weapon Systems highlight the urgent need 

for comprehensive regulation and oversight. As AWS become an integral part of modern warfare, 

their compliance with IHL and IHRL must be rigorously assessed to prevent unlawful harm to 

civilians and uphold humanitarian principles. Ethical considerations surrounding human control, 

the dehumanization of warfare, and the potential for misuse must also be addressed to ensure that 

the deployment of AWS aligns with the values of justice, accountability, and respect for human 

rights.                                                                                                                              

As discussions regarding the regulation of AWS continue, it is imperative that legal frameworks 

evolve to meet the challenges posed by these systems while safeguarding ethical norms and 

humanitarian values in armed conflict. The international debate on the regulation of Autonomous 

Weapon Systems reflects the profound challenges posed by the integration of AI and autonomy in 

warfare. While there is broad recognition of the need for regulation, the specific nature and scope 

of such regulation remain contested. The key issues at the heart of the debate include ensuring 

meaningful human control, addressing accountability for violations of IHL, and responding to the 

ethical implications of delegating lethal decisions to machines. As discussions within the UN and 

the CCW continue, it is essential that the international community balances the potential benefits 

of AWS with the imperative to uphold humanitarian principles and safeguard human rights in 

armed conflict. Whether through new legally binding treaties, soft law mechanisms, or adaptations 

of existing frameworks, the regulation of AWS will be a defining issue for international law in the 

coming decades.                                                                                              
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Finally, these case studies illustrate the growing use of Autonomous Weapon Systems in modern 

warfare, highlighting both their operational potential and the significant legal and ethical 

challenges they present. The increasing autonomy of weapon systems raises critical questions about 

accountability for violations of International Humanitarian Law, particularly regarding the 

principles of distinction, proportionality, and accountability. As AWS continue to evolve, these 

challenges will become more pressing, necessitating the development of clearer regulatory 

frameworks to ensure compliance with international legal norms and ethical standards. 

 


